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In the last decade, data has become one of the main pillars of every organisation. The Banking

Sector has relied on several data related practices, ranging from Data Gathering to Data

Reporting, and therefore, inevitably including Data Governance as part of their business-as-

usual tasks. Being a data driven organisation has become the key to survival in the sector.

For this reason, the requirements on data features have become increasingly strict. Guidelines

and regulations have formed around data gathering, data sharing, data collection and even the

amount and level of detail of data has evolved. 

The challenge for the Banking Sector arises specifically when historical data is added to the

equation. Observations that pre-date regulations (i.e., DAMA framework and BCBS239) clearly

will not comply with these regulations. That is when Data Remediation comes into play. This is

often applied to historical data but is not limited to such data since it finds widespread use on

migrated data, wrongly entered data (human error) and for data related to law and regulatory

purposes. This makes Data Remediation an evergreen discussion topic with quite broad use-

cases, and therefore, the main subject of this paper.

We will discuss the theoretical background of Data Remediation, its importance, the most

common challenges, the benefits and the best-practices. 

Now, new and upcoming regulations are pushing banks and financial institutions towards more

stable and high-quality operational processes. This is where Data Remediation plays a central

role in ensuring that financial institutions are in control of their data and perform well.

Key takeaways

Data Remediation is dependent on how data is organised within the organisation and how and

with what effort the data becomes compliant. 

In order to start the Data Remediation, the data organisation is of significant importance. The

Data Remediation approach covers numerous functional areas such as Data Management, Data

Architecture, Meta Data Management (DAMA Framework). These functional areas can be

grouped into four key areas. Functional areas cannot be strictly separated, and all areas do

have a relationship to one another. For example, with Data Remediation, each of these areas

have a certain amount of control, availability, quality, insight, and analysis. 

In this paper, CubeMatch provides a framework on how to complete a Data Remediation

project within a data organisation to become BCBS239 compliant.
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Banks’ Information Technology (IT) and data architectures must support the broad

management of financial risks. In the past, many banks lacked the ability to aggregate risk

exposures and identify concentrations quickly and accurately at the bank group level, across

business lines and between legal entities. This had severe consequences to the banks

themselves and to the stability of the whole financial system.

Who initiates and performs the Data Remediation? 

Throughout the business and as articulated in the previous paragraph, data has to be

remediated. A Data Remediation project involves numerous departments and entails many

activities. The business, data management, and Information Technology (IT) are only the

obvious parties involved. The business cannot perform Data Remediation alone. Data is located

on IT systems, and they are usually the only department with direct access (in addition to data

analysts). Data quality remediation can be performed either manually, through bulk update or

via a data quality application. If a data quality improvement requires a bulk update of data,

then IT are the only ones suitable to perform the task. If an application needs configuration,

then IT are likely the best placed to do the work. Involvement of IT will be critical when it

comes to remediation.

Equally, technology underpins processes, as most processes run at least partly on technology

systems. If the data quality remediation is looking to change process this will also require the

involvement of IT. A data quality project should be a healthy partnership between the business

and IT function.

How is Data remediated 

Data Remediation is an involved process. It requires knowledgeable assessment on how to

resolve unclean data most effectively. Data Remediation follows all aspects of the DAMA

model and strives towards BCBS239 compliancy, following a process. Data Remediation

follows all aspects of the DAMA model and strives towards BCBS239 compliancy following a

specific process. 

The following process has a continuous agile monitoring function. The steps are dependent on

each other and data governance, analysis and strategy have to be monitored and checked

during the Data Remediation project.  

What is Data Remediation?

Data Remediation is the process of cleansing, organising, and migrating data so that

it is properly protected and best serves its intended purpose. It is a common

misperception that Data Remediation just entails deleting no longer useful data.

Rather, the crucial word "remediation" comes from the word "remedy" which means

"to correct a mistake". The Data Remediation process often entails replacing,

updating, cleansing, or removing "dirty" data, as the fundamental objective is to

repair data.

Why Data Remediation?

The key motivator for Data Remediation are new regulatory requirements such as

newly established laws or regulations (i.e., SFR), either on a state or federal level. 

T H E O R E T I C A L  B A C K G R O U N D  O F
D A T A  R E M E D I A T I O N
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Data Principles

As indicated previously, BCBS239 was introduced in January 2013 as a response to

the international banking crisis. The BASEL committee was concerned that data was

inadequate to allow the effective management of risk within organisations.

BCBS239, as a result, contains fourteen principles covering risk aggregation.

BCBS 239 is a mandatory compliance instrument for Global Systemically Important

Banks (G-SIBs). It presents a set of principles aimed at strengthening banks'

Governance frameworks, enterprise-wide risk Data aggregation capabilities and

internal risk reporting practices with a view to ensure banks can accurately and

timely analyse and report on their financial risks. In turn, effective implementation

of BCBS 239 is expected to enhance risk management and decision-making

processes at banks.
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The persistence of the more simplistic view is surprising as most industry-standard definitions

for Data Governance actually all sing the same tune. For example, the DAMA (Data Management

Association) body of knowledge (DM-BOK) defines Data Governance as follows: “The exercise of
authority, and control (planning, monitoring, and enforcement) over the management of Data assets”
(DM-BOK).
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hygiene and legal compliance.

Although it is advised that any organisation maintains consistency with data

remediation, there are several special situations that may arise and serve as a

significant motivator for prioritising data remediation outlined below. 

Business changes

If a company's software or systems have changed, or if it has moved to a new office

or data centre site, data clean-up should begin immediately. Companies may move

to new software or system in order to phase out a legacy system that has reached

the end of life. Change is rarely perfect, and data may become corrupted or exposed

as a result of the shuffle of changing settings, whether digital or real. Another event

that may be a catalyst to conduct Data Remediation is a company merger or

acquisition. Similar to a change in systems or location, the organisation could

experience major changes in leadership, staff, work processes, and more. Even if the

organisation’s data is pristine, one cannot say the same about the new company that

is joining forces until the time is taken to  discover, classify and, eventually,

remediate data.

T H E  I M P O R T A N C E  O F  D A T A
R E M E D I A T I O N
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Preparing legal documentation for an investor portfolio sale

Eliminating Personally Identifiable Information (PII) or Personal Healthcare Information

(PHI)

Enterprise resource planning (ERP)

Master Data Management (MDM) implementation

Laws and regulations

Another key motivator for Data Remediation could be newly established laws or regulations,

either on a state or federal level. An organisation's leadership team may also establish new

policies from time to time.

Human error

Data Remediation motivations aren't usually as spectacular as a new corporate acquisition or a

regulatory requirement. Data clean-up can often be sparked by something as simple as human

error. It could be that an employee has mistakenly downloaded critical corporate data to their

personal smartphone. An employee may have opened a harmful spam email by accident. Even

seemingly innocent actions like these might jeopardise the integrity of an organisation's Data,

requiring quick data repair. The following are some other circumstances that may necessitate

Data Remediation:
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such as data migration, may appear to be a sufficient substitute for the time-

consuming work of complete Data Remediation. Projects like that, on the other

hand, are usually one-time initiatives rather than an ongoing effort to cleanse and

validate an organisation's data.

Data remediation activities come with many challenges. Challenges can arise on

data ownership, the cause of the data remediation, the departments involved, the

data available, the information available.  

Lack of information

A lack of knowledge about what, where, how, and why data is stored in the

corporation is a common reason for companies to disregard data repair. 

D A T A  R E M E D I A T I O N  C H A L L E N G E S
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An organisation may be unaware of the amount of data it has amassed or where it is housed.

Awareness is a prevalent problem, and because unstructured data makes up such a major

portion of sensitive Data, finding it and being aware of it all can be tough. Organisations,

particularly those in industries that deal with large amounts of sensitive data (such as the

medical, financial, or education industries), should do sensitive data discovery and data

classification on a regular basis to prepare for Data Remediation. All of these procedures are

necessary for a healthy data lifecycle, and they rely on one another to maintain a company's

data security.

Fear of deleting data

Another concern that may inhibit a company from beginning Data Remediation is the fear of

erasing data. The action's permanence can be daunting, and some companies may be

apprehensive that they will require the data at some point in the future. When it comes to

compliance laws and regulations, however, holding on to superfluous data or keeping dirty

data unmodified or uncleansed might put a company at risk.

Unclear data ownership

Finally, some businesses may not have clearly defined data ownership. Important duties like

Data Remediation can easily fall through the cracks if each member of your organisation's

security team doesn't have clear roles and responsibilities. It's critical to identify each

person's responsibilities for data security and to make these roles and responsibilities clear

across the business, so that everyone can identify who to send specific security questions to

and which teams are held accountable.
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Implementation of Data Remediation is a big challenge for each organisation. The table below
highlight the top benefits for companies which arise after the implementation of Data Remediation.
These includes:

D A T A  R E M E D I A T I O N  B E N E F I T S
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and how and with what effort the data becomes compliant. 

The data organisation 

The DAMA model defines a standard industry view of data management subjects,

terminology, and best practices, without detailing specific methods and techniques.

As the DAMA Wheel below indicates, data governance is at the heart of all the data

management functional areas. Data governance provides direction and oversight

for data management to ensure the secure, effective, and efficient use of data

within the organisation.

DAMA DMBOK framework (figure 2 below) defines eleven functional areas of data

management.

D A T A  R E M E D I A T I O N  A P P R O A C H  
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1.Control

2.Availability

3.Quality

4.Insights and Analysis

Figure 2: DAMA DMBOK framework overview

Within the DAMA DMBOK Framework, the functional areas are grouped into the following: 
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Control

This group contains activities with the common goal of managing and protecting

data.

Data Governance  regulates the business around data such as data ownership and

responsibilities. It formulates the objectives and aligns with the strategy of the

organisation. In addition, it defines the organisation’s roles, guidelines, policies and

the processes. 

Data Security  is responsible for the integrity, confidentiality and privacy control

surrounding the data.

MetaData Management  ensures the management of information about the data, or

"metadata". The classifications for integrity, confidentiality, privacy and the log

files that register access to data. All metadata required for security. The meaning of

data, ownership and the locations can also be seen as metadata.  

Availability
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This group contains activities which ensure that the data is stored and made available to the

relevant users.

Data Storage  is the area that is responsible for ensuring that data is stored and retrieved as

required. 

Enterprise Content Management  is responsible for managing unstructured data, such as

documents, e-mails and reports. This includes physical storage, versioning, findability,

management of retention periods and access.

Data Integration  is responsible for the exchange of data throughout the organisation.

Business, IT and management need access to analyse and process data. 

Data Architecture creates the level of all data and associated data sources. Architecture also

defines data flows, its processing of data and the applications used.

Data Modelling  defines the data, the way data is structured and its definition. From here

onwards data can be linked to sources, processes and users and supports the data

architecture. 

Quality

This group contains activities that ensure that the data has the right quality for the

organisation. Data Remediation takes place in this group. 

Data Quality  manages the quality goals and requirements set for data by stakeholders. It also

takes care of governance (ownership and processes), quality measurements and Data

Remediation for desired data. 

Master and Reference Data Management  is responsible for the management and correct

quality of the master data of the organisation. Activities which play an important role in the

organisation's transactions, reference data management ensures quality and consistent use of

shared lookup values   used across the organisation (Nace codes, ISO codes). If the quality of

this data is not in order, this has a major negative impact on operations, decision-making and

mandatory reporting.

Insight and analysis

This group contains activities that provide the business and regulators with insight for

operational, tactical and strategic purposes. 
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Data Warehousing and Business Intelligence ensures that reports and dashboards

are delivered based on historical data from the business processes and systems.

These provide for data-driven decisions for strategic, tactical and operational

processes and reporting purposes.

Functional areas cannot be strictly separated and all areas have a relationship to

one another. For example with Data Remediation, each of these areas has a certain

amount of control, availability, quality and insight and analysis. 

Figure 3 graphs function areas and groups and their connection. 
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Figure 3: Connection between function areas

Data Remediation, our approach
This is our preferred approach when it comes to Data Remediation.
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WHO WE ARE

OUR GLOBAL SERVICES  

Founded in 2002, CubeMatch is a global change and transformation consultancy,

specialising in Financial Services and selected as the chosen partner  for some of the

largest and most demanding transformation projects within the Financial Services

sector. 

CubeMatch is an international brand continuously expanding with six offices

worldwide : Dublin, London, Amsterdam, Frankfurt, Singapore and Chennai.

Combining our world class expertise in Financial Services with our rich capabilities

in all aspects of change and transformation, we apply a Multiplier Effect, helping

clients to be more effective today while creating value for tomorrow. 

We are Banking Native; it runs through our DNA. Unlike more general change

consultancies, this banking intimacy means we deliver change and transformation

programmes that stick, against a backdrop of complex regulations and continuous

disruption. 

Over the years, we have successfully built a global firm that is uniquely equipped to

deliver pragmatic and business-focused results. We have over 150 staff and multi-

million euro revenue. And through our strategic partnerships  we apply innovation

to help organisations operate, compete and deliver at scale. Blending our powerful

change capabilities with next generation technology, we deliver innovation and

business agility to help businesses thrive.

Strategic Change 
and Programme Delivery

H O W  C U B E M A T C H  C A N  H E L P

Business and Digital
Transformation

Regulatory, Risk 
and Compliance

Managed ServicesQuality AssuranceData and Technology
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