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Due to the COVID-19 pandemic, it is envisaged that international   trade patterns will

change with increases in certain types of fund movements and decreases in more

traditional flows. Extra KYC & AML vigilance checks will be required in banks while

the new normal post-COVID-19 world emerges. 

The current COVID-19 crisis, with its added uncertainty, has made it even more

important to look at KYC practices and to investigate how they could be improved

within a Dutch context.

KYC, short for Know Your Customer  is at its most basic an institution undertaking

client research and is an integral part of company compliance and an instrument in the

fight against financial crimes. It is used in close conjunction with CDD (Customer Due

Diligence), AML (Anti-Money Laundering) and CFT (Combating the Financing of

Terrorism). 

KYC is concerned primarily with the onboarding of a client  and then with ongoing

monitoring of further transactions  and while highly regulated it has undergone

further changes as regulators enforce new laws, directives and regulatory frameworks.

In the Dutch jurisdiction there are several relevant institutions:

- Financial Action Task Force (FATF)

- European Commission (EC)        

- Autoriteit Financiële Markten (AFM)     

- De Nederlandsche Bank (DNB)
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LAWS AND REGULATION
In the Netherlands, a compulsory KYC process is regulated by the Wwft:

the "Wet ter voorkoming van witwassen en financiering van terrorisme"

(the law to prevent money laundering and the financing of terrorism).

Of further particular note is the European Commission’s Anti-Money

Laundering Directive 5 (AMLD5)   published in 2018. The directive came

into force on January 1st 2020 and builds on previous anti-money

laundering regulations, e.g. the ‘Single Supervisory Mechanism’ which

transferred  supervisory activities to the European Central Bank (ECB). 

Banks and Financial institutions need to be able to adapt quickly as

further laws and regulations come into force especially now when

additional European harmonisations and collaboration is anticipated.

CLIENT RESEARCH
Currently an organisation needs to carry out certain investigations of a client in line

with regulations set down by AFM and include:
 

- Client identification and verification 

- Identifying the UBO (Ultimate Beneficial Owner) 

- Determining the goal and nature of a business relationship
 

- Monitor business relationships, transactions and the source of money transferred 

- Determine if the person representing a client is authorised to do so
 

- Take adequate measures based on risk

-  Verify whether a client acts on behalf of themselves or on behalf of someone else

- Check PEP (Politically Exposed Persons)lists.

K Y C  I N  G E N E R A L
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DE NEDERLANDSCHE BANK
Within the context of the Netherlands, De Nederlandsche Bank (DNB) is an

important instrument ensuring the enforcement of regulatory requirements in

relation to KYC. All Financial institutions are required to control what are referred

to as "integrity risks":
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- Money laundering

-  Financing of Terrorism

- Doing business contrary to sanctions

-  Corruption

-  Conflicts of interest

-  Fraud

-  Non-ethical fiscal activity

Those risks are collectively referred to as FEC  or Financial Economic

Crime.
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RISK-BASED APPROACH
Financial institutions are the gatekeepers to preventing money from criminal

activities flowing through the financial system. Part of that role is what DNB

categorises as client research and financial institutions are required to adopt a "risk-

based" approach.  A list of "risk categories"  is used when allocating a risk to a client

and are based on factors such as:

-  Conducting  business in certain parts of the world

-  Contacts, services and products a client plans to sell

Each risk category contains mitigating measures. To allow regulatory oversight, a

systematic approach must be taken when recording information.

SIRA : SYSTEMATIC INTEGRITY RISK
A key part of the Financial Institution’s approach is to conduct: 

1)  Risk-identification 

2)  Risk-analysis 

3)  Risk-control/management 

4)  Risk-monitoring and review

REPORTING INDICATORS
Whenever a financial institution flags possible involvement of a client in money

laundering or the financing of terrorism, they are obligated to inform FIU-NL

(Financial Intelligence Unit). 

A financial institution is obliged to use a transaction monitoring system which

generates alerts based on   "business rules" that let an analyst know to look at a

"potentially unusual" transaction. 
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DATA AND GDPR
Modern KYC processes are built on large amounts of data. This is mandatory, as

financial institutions are obligated to collect certain information on their clients and

transactions. At the same time, privacy regulations like the EU’s GDPR (General

Data Protection Regulation, implemented in 2018) complicates matters. Financial

institutions need to be very careful on how they process, save and update their KYC

(and other) data. 

The DNB has made it clear (in a January 2020 publication, called "Veranderen voor

Vertrouwen", Changing for Trust) that strong data management is key and is an area

where there is likely to be more regulation. 

As supply chains and customer behaviour alter over time and in the new post-

COVID-19 normal, additional regulation is predicted.

If the transaction is found to be unusual, it is compulsory to report the

transaction to the FIU. Depending on the FIU or regulator’s decision,

subsequent appropriate actions or measures must be taken. There are

objective and subjective indicators for reporting clients or transactions.

Objective indicators  are legally defined situations that always need to

be reported. This could for instance be a transaction completed with a

partner from a certain part of the world deemed as very high risk. Other

examples are transactions over €15.000 with a credit card, over €15.000

in cash where the currency is changed or over €25.000 for luxury goods

where part of the sum is paid in cash.

Subjective indicators  are vaguer. Legally these are transactions where

there’s "cause to postulate" that there could be a connection with the

laundering of money or the financing of terrorism.
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WHAT WENT WRONG?

In the recent past, Dutch and international regulators have cracked down

on banks for lacking in their compliance policies. In the Netherlands, the

most noteworthy are the ING and ABN AMRO  cases. These do not stand

on their own, as many financial institutions have had to deal with

heightened supervision and fines when it comes to KYC.

The European Commission has conducted research to find out exactly

what went wrong around the EU in cases of institutions failing to be

compliant. One of the major reasons identified was a "misalignment"

between an institution’s risk appetite  and risk management. 

Often the reason was simply one of institutions not prioritising their KYC

processes or not having enough staff to deal with the workload or

Internal Compliance not being involved in decision making.

A general lack of alignment between compliance and business was

highlighted in several cases. The Commission directly referred to the

Three Lines of Defense system. Generally, KYC policy is supposed to

follow this approach, with business operations being the first line, risk

and control functions being the second and internal audit being the third.

ING & ABN AMRO
In 2018, ING agreed to a settlement with the Dutch public prosecutor of €775 million

for a lacklustre due diligence policy in the years 2010 to 2016. This penalty

comprised a fine of €675 million and a further €100 million was confiscated as an

"obtained advantage". 

Several other banks were also fined or warned to clean up their KYC policies,

although none quite as harshly as ING.  

In the case of ABN AMRO (2019) it was adjudged   that for some 5 million private

customers due diligence was not conducted  to the standard required and all 5 million

needed to be rechecked.

F A I L U R E S  O F  K Y C  P O L I C Y
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RESPONSE
Both banks have been proactive in addressing reputational issues and

have published a variety of statements, brochures and press releases

explaining how they plan to address compliance issues. 
 

ING has promised to work in alignment with Dutch and foreign

regulatory bodies. They started a "KYC Enhancement Programme", and

they have hired a large amount of new resources to work in the KYC

field. They now state that they have 4,000 FTE working on KYC related

activities in their branch network. 

ING has noted the reports from the regulators and implemented a

Systematic Integrated Risk Approach (SIRA) as requested by the DNB.

Furthermore, they have made their "risk appetite" clear, an issue

highlighted by the European Commission.  

A key part of the new KYC policy at ING is a unified global approach, or

in their words "a client maintenance life cycle within one global digital

platform". 

To keep track and control ING has set up a central KYC organisation,

and the entire KYC programme is overseen by a Global KYC Committee.
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WORKING IN THE KYC SPHERE
Financial institutions are adding several new resources to work in the field of KYC. 

Some   are internal resources retrained and retained to carry out the work. ING for

instance has set up a global KYC Academy.  

Additional new hires are still required, to work in areas such as: 

-  Data analysts

-  KYC/AML/CDD analysts

-  Compliance officers

-  Compliance experts

-  Compliance coordinators

-  Audit roles

- IT roles

Some of these jobs require a form of higher education (HBO/WO), generally

requesting degrees in economics, finance, law, criminology, psychology or data

science. Many will require experience in a particular field, and some will hire

trainees that are specially used in the area of KYC. Consultancy firms also offer a

reliable flow of trained and experienced resources across all the disciplines.
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T H E  F U T U R E  O F  K Y C

LARGER WORKFORCE
The general response of financial institutions has been to hire large

numbers of KYC analysts. Some are relatively inexperienced and is

mostly a result of banks having to work in a "risk-based" way, for

instance having to use "simplified" versus "enhanced" due diligence

based on the risk category a client was designated. 

This means a lot more work that needs to be completed. Adding to the

difficulty is that many Financial institutions like ABN AMRO need to

rescreen clients and transactions.

There is now a shortage of resources with the correct and necessary

experience. In Autumn of 2019, the UWV (Dutch employee insurance

agency) put the "Customer Due Diligence Specialist" on a list of hard to

fill vacancies.  

Banks have also opted to go for internal retraining of employees from

other parts of the organisation, and ABN AMRO also decentralised its

KYC departments around the country to make it a more attractive

proposition for new hires.
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AUTOMATION
There is an argument that the future of KYC should be based on machine learning

and big data, and not on a huge workforce of "detectives" searching for faulty clients

and transactions.  

It seems that using AI and machine learning to automate parts of the process will

probably be necessary. Some banks like ING are already working on these tools.

They use machine learning and AI to reduce false positive alerts at the same time as

bringing subtle forms of money laundering to light. 

Other possibilities include Natural Language Processing (NLP), a technology that can

teach software to understand human languages. This requires a huge effort in the

digitisation of paper documents.  

There is also a whole field of regulatory technology, called RegTech, that could

perhaps have great   potential in the future. Investments in this field appear to grow

quickly and theoretically this type of technology could have very beneficial cost

reduction potential over the long term by automating certain parts of the KYC

process .
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ISSUES WITH AUTOMATION
The main issue surrounding the implementation of machine learning,

RegTech and data collection is the cost. It can be expensive, even though

it can have cost-cutting benefits in the long term. It also requires

knowledge and capable systems in the adopting financial institutions. 

Besides the cost, another issue for large banks like ING or ABN AMRO is

the data collection and upkeep. It is an almost impossible task to

manually update the required amount of information needed for the

KYC process.

Software solutions and APIs are available to deal with the automation of

data collection, but once again it is important to note that institutions

need to be able to integrate with this kind of software. 

Another complicating factor is the need for privacy and adhering to the

GDPR. This requires collaboration between at the very least the

Compliance, Legal, Risk & IT departments  within a  financial institution.
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SHARED DATABASE?
One of the ideas Dutch banks (ING, Rabobank, ABN AMRO, Triodos & de Volksbank)

have come up with is a central database  to share KYC information. This information

would include "organisational charts, data on beneficial owners and annual financial

reports on legal-entity clients that have given their express consent".  

The Dutch regulators and government are supportive of this idea, but it is

complicated by the need for privacy due to GDPR. Therefore, there is a need for

people to give their consent to have their data held in this database. According to

DNB, Dutch people in general are hesitant in sharing their data and especially their

financial data.  

This hinders the effectiveness of a central database. The DNB also warns of

"distortion of competition" through collaboration between banks in the field of KYC

and cybersecurity. They point out that such a collaboration should be open for new

parties to join and that it is not a substitute for individual institutions having a

robust KYC in place that meets regulatory requirements.
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WHO WE ARE

OUR GLOBAL SERVICES  

Founded in 2002, CubeMatch is a global change and transformation consultancy,

specialising in Financial Services and selected as the chosen partner  for some of the

largest and most demanding transformation projects within the Financial Services

sector. 

CubeMatch is an international brand continuously expanding with six offices

worldwide : Dublin, London, Amsterdam, Frankfurt, Singapore and Chennai.

Combining our world class expertise in Financial Services with our rich capabilities

in all aspects of change and transformation, we apply a Multiplier Effect, helping

clients to be more effective today while creating value for tomorrow. 

We are Banking Native; it runs through our DNA. Unlike more general change

consultancies, this banking intimacy means we deliver change and transformation

programmes that stick, against a backdrop of complex regulations and continuous

disruption. 

Over the years, we have successfully built a global firm that is uniquely equipped to

deliver pragmatic and business-focused results. We have over 150 staff and multi-

million euro revenue. And through our strategic partnerships  we apply innovation

to help organisations operate, compete and deliver at scale. Blending our powerful

change capabilities with next generation technology, we deliver innovation and

business agility to help businesses thrive.

Strategic Change 
and Programme Delivery
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Visit our website : www.cubematch.com

CubeMatch (Ireland) Ltd 

+353 1 253 0020

Ireland@cubematch.com

CubeMatch Ltd (UK) 

+44 20 3004 8098 

UnitedKingdom@cubematch.com

CubeMatch B.V. (Benelux)

+31 20 890 3983

Benelux@cubematch.com

Other Locations

CubeMatch GmbH (Germany): Germany@cubematch.com

CubeMatch APAC Pte Ltd (Singapore): Singapore@cubematch.com

CubeMatch Claritaz (India): India@cubematch.com
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K E Y  S O U R C E S

Leidraad Wwft en Sw, Versie December 2019 (DNB)

AFM: Veelgestelde vragen over Wwft

European Commission: Anti-money laundering and counter terrorist financing

European Commission, Report from the Commission to the European Parliament
and the Council on the assessment of recent alleged money laundering cases
involving EU credit institutions

European Commission, Report from the Commission to the European Parliament
and the Council on the assessment of the risk of money laundering and terrorist
financing affecting the internal market and relating to cross-border activities

Stibbe: Dutch government publishes plans to combat money laundering

Money laundering – Largest Dutch bank plan shared KYC database

Consultancy.nl: Know Your Customer: de FBI binnen de zakenwereld

Banken.nl: Technologie maakt CDD en KYC-proces efficiënter en effectiever (mei
2019)

Ploum.nl: Update vijfde anti-witwasrichtlijn: wijzigingen WWFT (september 2019)

KnowYourCustomer.com European KYC Regulations & their Impact on the
Compliance Function

December 2019 KYC Statement (ABN)

ING bereikt schikking met Nederlandse autoriteiten over regelgevingskwesties bij
ING Nederland

About Us: Know Your Customer and Anti Money Laundering measures at ING

https://www.dnb.nl/binaries/DNB-rapport%20'Veranderen%20voor%
20vertrouwen'%20-%20januari%202020_tcm46-386993.pdf
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